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Adroitly VerCon White Paper 

Introduction 

 
Adroitly VerCon is a software package with a set of very simple but important goals. 
Its function will be described in detail later in this document but to summarise, the main aim of the 
software is to ensure that changes made to key file types are recorded in a proprietary data store 
automatically based on a defined schedule.  When a change to one or more of the monitored files is 
detected, a copy of the file is made and this is then stored in an encrypted structure for safekeeping 
and for recovery should it be necessary to roll back to an earlier version of said file. 
 
This mechanism facilitates a much needed backup function so as to ensure that no data and/or 
configuration is lost or is overwritten without being able to be recalled. 

 

Technical Details 

 
Adroitly VerCon is comprised primarily of a service that is normally configured to run at all times 
while the machine itself is running.  The service is designed to monitor certain files types based on 
which plugin modules are installed / available.  This monitoring function occurs in a local capacity, 
meaning that Adroitly VerCon is meant to be installed on whichever machines run the various server 
applications effectively being monitored and is not intended to monitor files remotely over a 
network.  
 
At the time of the publication of this document, Adroitly VerCon will have one primary module 
designed to monitor an Adroit WGP file as well as the Adroit registry.  Other modules will be added / 
made available at a later stage. 
 

 Modules 
 
 As stated in the above description, Adroitly VerCon is designed as a modular system 
 incorporating backup modules designed to understand and monitor specific file types.  The 
 default module that is available now is:  
  
 Adroit Agent Server 
 This module is responsible for the monitoring of the WGP file as currently configured to be 
 loaded by the local Agent Server.   This module also monitors the Adroit Registry for any 
 changes. 
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 Scheduling 
 The Adroitly VerCon service maintains an internal scheduler that periodically runs the 
 available modules based on a, currently hard coded time interval of 10 minutes.  When the 
 service starts up, it will immediately execute the modules so as to gather a base starting 
 point if it does not already have a copy of the current files from a previous session. 

  

 Mode of Operation 
 Adroitly VerCon supports three modes of operation: 
 

1. StandAlone 
  In this mode, the application runs entirely self-contained and autonomously in that  
  the user will effectively have no interaction with the system unless a file needs to be 
  restored. 
   

2. Mixed  
  In this mode, the system will make a copy of the file being backed up available for 
  third party consumption while running as in standalone mode. 
 
  3.    ThirdPartyOnly 
  In this mode, the system does not backup any files to its proprietary data store but 
  instead  only makes copies of changed files available to third party applications.  This  
  mode is key for third party file storage and versioning applications which do not have 
  direct access to  certain file types as per the modules. 
 

 Security 
 Security is paramount in maintaining a robust backup set of the relevant files.  This system 
 makes use of 3 mechanisms in order to provide security 
 
  1.   Encrypted data stores 
  All backed up files are stored in encrypted format in proprietary data stores which 
  completely prevents unauthorised access to any sensitive data / configuration 
   
  2.   Specifically set up security principles 
  Designed to prevent access to Adroitly VerCon application files and folders by   
  anyone other than the user under which the server runs. This applies specifically to 
  the directories in which the proprietary files are stored. 
 
  3.   Access Restrictions 
  To facilitate the above folder access restrictions, the Adroitly VerCon service is set to  
  run as a specific user which is created during the install process.  This user is not a  
  system administrator but rather has very specific access to the directories created by 
  Adroitly VerCon.  As a note, it is important that this user be granted access to the 
  folders and files that are required to be backed up. 
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 File Recovery 
 At the time of this publication, the Adroitly VerCon service is limited in that the user 
 interface (discussed further in the document) to enumerate and restore backup files is still 
 being developed.  The first version is really intended to run under Mode 2 or 3 with the  aim 
 of supplying third party applications  with copies of the relevant files. 
 
 This functionality will be enhanced to provide a user interface that will allow users (with 
 sufficient rights) to enumerate existing backups as well as restore specific versions as 
 required.  The user interface can also be used to manually trigger a backup if necessary. 

 

 Interference 
 The Adroitly VerCon service has been designed so as to provide no interference to the 
 applications creating the relevant files such as the Adroit Agent Server and its WGP file. 
 Adroitly VerCon will access and make a copy of the file without hindering the Agent Server 
 and will be able to access the file even if the Agent Server has it currently locked for write 
 access. 
 

 User Interface 
 The user interface facilitates 2 functions: 
   

1. Configuration 
  Certain options around the behaviour of the service can be configured such as  
  backup frequency, files locations etc. Although intelligent defaults for these  
  parameters will be established up front and there will be no specific need to enter 
  configuration. 
 

2. Enumeration and recovery of versioned files 
  The Adroitly VerCon service functions in of itself and will carry out versioned  
  backups as per default or explicit configuration without any user intervention. When 
  it comes to the user needing to restore a specific version, this interface will facilitate 
  this by presenting the user with a list of dated backups and will allow the user to 
  restore the relevant file(s) to a location of their choosing. 
 
  It is important to note at this stage that the user will be required to perform some
  manual steps to complete the restore process as it is not possible at this stage to 
  fully automate the restarting of the relevant processes etc. For example the Agent 
  Server would have to be shut down, the restored copy of the WGP files would have 
  to replace the current one and the Agent Server would have to be restarted to  
  complete the process. 
 
  The vision for the user interface is to show the user the available backups in a very 
  simple list format and to then allow the user to select and restore each backup  
  version to a specified directory. 


